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Introductions

Brian M Matteson, CISSP, CISA, CAP

Manager, Columbus Office

 Responsible for overall engagement quality 

and oversight of projects

 Areas of expertise include information 

security; risk management; and IT 

governance, audit, and compliance

 Works with wide variety of clients and 

industries across Ohio

 In-depth knowledge of IT and security 

frameworks, regulations, and standards, 

including ISO, NIST, HIPAA, PCI, FISMA
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Introductions

Melissa M. Meeker, CPA

Senior Accountant
 Specializes in the implementation, conversion, training 

and troubleshooting of financial accounting software 

packages and databases. 

 She has an in-depth understanding of healthcare 

accounting and provides support to practice 

management in the form of  budgeting, benchmarking, 

software optimization and month end analytics.

 She assists organization with developing, 

implementing and improving policies and procedures, 

including internal controls.

 She assists clients with various tax issues including 

tax planning, preparation for federal, state, local and 

payroll
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Agenda

 Regulatory versus security frameworks

 HIPAA, HITECH, Meaningful Use

 Case Studies

 Current Topics
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Regulatory 
Frameworks

PCI

HIPAA

Security 
Frameworks

ISO

NIST

Regulatory vs. Security Frameworks
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PCI DSS
Payment Card Industry Data Security 

Standard

What is it? Standards for protecting payment 
systems from breaches and theft of cardholder 
data 

Who does it apply to? Merchants, financial 
institutions, point-of-sale vendors

Who enforces it? Individual payment brands 
or acquiring banks
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HIPAA
Health Insurance Portability and 

Accountability Act of 1996

What is it? Legislation that provides data 
privacy and security provisions for 
safeguarding medical information

Who does it apply to? Healthcare providers, 
health plans, and healthcare clearing houses

Who enforces it? Department of Human and 
Health Services Office of Civil Rights (OCR)
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ISO
International Organization for Standardization

ISO began operations in 1947

Independent, non-governmental 
international organization with membership 

of 162 national standards bodies

Published 21,599 international standards 
and related documents for every industry
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NIST 
National Institute of Standards and Technology

Founded in 1901, now part of Department of 
Commerce

Mission is to promote U.S. innovation and industrial 
competitiveness by advancing measurement science, 

standards, and technology

Standards and guidelines developed by NIST 
for computer systems are issued as Federal 
Information Processing Standards (FIPS)
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HITECH
Health Information Technology for Economic 

and Clinical Health

Enacted as part of the American Recovery 
and Reinvestment Act of 2009 (ARRA)

Signed into law on February 17, 2009, to 
promote the adoption and meaningful use of 
health information technology
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Meaningful Use
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Meaningful use is using certified electronic health record (EHR) technology 

to

• Improve quality, safety, efficiency, and reduce health disparities

• Engage patients and family

• Improve care coordination, and population and public health

• Maintain privacy and security of patient health information

It is hoped that the meaningful use compliance will result in

• Better clinical outcomes

• Improved population health outcomes

• Increased transparency and efficiency

• Empowered individuals

• More robust research data on health systems



HITECH Objectives

1. Extends privacy and security protections of HIPAA 

2. Increases penalties for violation (willful neglect)

3. Offers financial incentives for use of Electronic 

Health Records (EHR) 

4. Requires notification of a PHI breach
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HIPAA Security Rule
Security Standards for the Protection of Electronic Protected Health Information 

Establishes a national set of security standards for protecting 

important patient health information (PHI) that is being housed or 

transferred in electronic form.

Maintain reasonable and appropriate administrative, technical, and 

physical safeguards for protecting e-PHI

– Ensure the confidentiality, integrity, and availability of all e-PHI 

created, received, maintained or transmitted

– Identify and protect against reasonably anticipated threats to the 

security or integrity of the information

– Protect against reasonably anticipated, impermissible uses or 

disclosures

– Ensure compliance by their workforce.
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HIPAA Privacy Rule
The Standards for Privacy of Individually Identifiable Health Information 

Establishes the first national standards to protect patients' personal 

health information (PHI).

– Requires appropriate safeguards to protect the privacy of 

personal health information

– Sets limits and conditions on the uses and disclosures that may 

be made of such information without patient authorization.

– Gives patients rights over their health information, including rights 

to examine and obtain a copy of their health records, and to 

request corrections
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HIPAA Breach Notification Rule

Requires HIPAA covered entities and their business associates to 

provide notification following a breach of unsecured protected health 

information.

Individual Notice

– Must provide this individual notice in written form

– If  contact information for 10 or more individuals is insufficient the 

covered entity must post on the home page of its web site for at 

least 90 days or provide notice in major print or broadcast.

Media Notice

– Breach affects more than 500 residents of a state

– Required to provide notice to prominent media

Notice to the Secretary

– Notify via web site breach report form

15



The Three P’s 
Policies - THE WHAT AND WHY

– Timely

– Relevant 

– defend against the current threat 

landscape

Procedures – THE HOW

– Must be able to demonstrate that you 

have procedures in place based on 

your policies.

Practices – THE PROOF

– Evidence that you practice those 

procedures
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(Office of Civil Rights) OCR 

Common findings

– Impermissible uses and disclosures of PHI

• Allowing those without a direct need access to the data

– Lack of safeguards of PHI

• Encryption

• Ability to remotely wipe a hard drive

– Inability of the patient to access their data

– Use or disclosure of more than the minimum 

necessary PHI

– Lack of administrative safeguards
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Other common HIPAA violation causes

Unencrypted Devices

Email Phishing

Malware / Ransomware

Third Party Disclosure

Employee Dishonesty

Improper Disposal 

Unauthorized Release

Lack of Education and Training

Old Technology
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Case Study 1 – Unencrypted Laptop

Advocate Health Care Network, $5.5 million

 Largest HIPAA settlement as of September 2016 

 Result of three separate data breaches 

 Affected total of 4 million individuals

 One incident involved an unencrypted laptop that was stolen from an 

employee vehicle 

 Another incident involved the theft of four computers

 OCR noted that Advocate Health Care failed to conduct risk analysis 

of all of its facilities, information systems, applications, and 

equipment that handle ePHI

– Risk management plan needs to include not only technical but also physical and 

administrative measures.
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Case Study 2 – Email Phishing

The University of Washington Medicine

 In December 2015, The University of Washington Medicine was first 

investigated by the OCR 

 Facility suffered a significant security breach

 Incident occurred after a staff member inadvertently opened an 

email that contained malicious software

 Over 90,000 digital patient health records were accessed and 

compromised

 Settlement of $750,000
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Case Study 3 – Improper Configured Server

New York and Presbyterian Hospital (NYP) and Columbia 
University, $4.8 million

 Fined after 6,800 patient records accidently exposed publicly to 
search engines

 Caused by an improperly configured computer server that was 
personally owned by a physician

– Server was connected to network with ePHI

 NYP lacked processes for assessing and monitoring all its systems, 
equipment, and applications connected with patient data

 NYP also didn’t have appropriate policies and procedures for 
authorizing access to patient databases

 Both of these violations would have been easy to prevent through 
administrative processes

21



Case Study 4 – Malware

Anchorage Community Mental Health Services (ACMHS), 

$150,000

 Malware infection compromised the records of >2,700 individuals

 ASMHS did not review its systems for unpatched and unsupported 

software and did not regularly update its IT resources

 Underscores importance of running regular updates and patches

– Simple yet often ignored practice that could have major implications
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Case Study 5 – Cloud Storage

St. Elizabeth’s Medical Center, $218,400

 Stemmed from two incidents, one of which was use of a 

cloud-based file-sharing application. 

– Did not evaluate risks of using cloud service, putting ePHI of 

nearly 500 people at risk

 The cloud provides scalable, cost-effective and flexible 

solution for storing and sharing patient data

 Conduct risk assessment prior to migrating to cloud 

environment
– Risk assessment should also include a comprehensive analysis of the 

security capabilities of prospective vendors
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Current Topics
What are we doing wrong…

and how to fix it
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#1 We’re forgetting the basics

 OCR increasing fines based on “negligence”

– $100 to $50,000 per record

– Spectrum from “didn’t know” to “willful neglect”

 The “Big 3”

– Trends show that organizations that lack these receive 

much steeper fines

• A comprehensive risk assessment and risk management 

program

• Documented policies

• Basic technical controls
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Cybersecurity Framework (CSF)

 Three parts:

– Framework Core

– Framework Implementation Tiers

– Framework Profiles

Framework Core:
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Risk Management Framework
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NIST SP 800-37
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#2 We’re not looking at our partners

 “Business associates” are covered under the 

privacy and security rules

– Must have a written policy for transferring PHI

– Risk involved with partners must be assessed

• If you share information electronically you must consider 

their IT security controls

 Quick experiment
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Tools to evaluate “business associates”

 SOC2 report

– Based on a standard from AICPA

– Gives an auditor’s opinion of the company’s security 

controls

 IT security review of contracts

 Training for general counsel or contracts team

 For high-risk relationships, execute the right to 

audit clause
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#3 We’re getting locked out 

 Anatomy of a ransomware attack
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How to protect your organization

 Find the vulnerabilities before the adversary

– Regular patching

– Vulnerability scanning

 Safeguard your data

– Enterprise architecture 

– Back up your critical data

 Train your users

– Most attacks start with phishing emails

 Don’t pay them
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Summary

 Number of attacks continues to rise

 The misconception of being “too small”

 Don’t be paralyzed by thinking it’s too much

– Start with a security program policy

– Do a risk assessment

– Put in place controls based on your risks

33



Assurance Services

• Financial statement audits, reviews 

& compilations

• Internal audit

• Employee benefit plan audits

• Outsourced accounting

• Payroll services

• Reports on internal controls

Tax Services

• Federal, state & local tax 

compliance

• Tax planning

• Sales & use tax risk management 

& exemption filings

• Cost segregation studies

Healthcare Consutling

• Operational assessments

• Practice management

• Benchmarking & best practices

• Physician compensation models

• Revenue cycle management

• Coding & billing

• Financial forecasting

• Compliance assessment & training

• Payer contract negotiations

• Managed care contracting

• Executive recruiting & management 

services

Additional Services

• Qualified plan administration & 

consulting

• Litigation support

• Fraud & forensic services

• Business valuations

• Software conversion and training



Technology Services
• Policy and Procedure Development

• Project Management

• Report Writing

• System Changes

• System Selection

• Business Continuity and Disaster 

Recovery

• Implementation Assistance

• Information Security & Privacy

• IT Risk Assessment

• IT Audit

Audit and Controls Services

• Construction & Contract Audit

• COSO Compliance Assistance

• Fraud Audit

• Internal Audit

• IT Audit

• Risk Assessment

• Sarbanes-Oxley & JSOX Assistance

• SSAE16 (Formerly SAS-70)

Accounting and Finance Services

• Financial and SEC Reporting 

Assistance

• Policy and Procedure Development

• Process Improvement

• Reconciliations

• Report Writing

• Risk Assessment

• Sarbanes-Oxley & JSOX Assistance

• SSAE16 (Formerly SAS-70)

• Staffing Assistance



Questions?
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If you wish to discuss any aspect of this presentation 

in more detail, please feel free to contact us:

Melissa Meeker

mmeeker@cshco.com

(937) 399-2000

Brian M Matteson
bmatteson@clarkschaefer.com

(614) 607-5826


