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HIPPA’S TIMELINE
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Presenter
Presentation Notes
The failure of many covered entities to fully comply with the HIPAA Privacy and Security Rules resulted in the introduction of the Enforcement Rule in March 2006. The Enforcement Rule gave the Department of Health and Human Services the power to investigate complaints against covered entities for failing to comply with the Privacy Rule, and to fine covered entities for avoidable breaches of ePHI due to not following the safeguards laid down in by the Security Rule.In 2009 with the introduction of the Health Information Technology for Economic and Clinical Health Act (HITECH). HITECH had the primary goal of compelling healthcare authorities to implement the use of Electronic Health Records (EHRs) and introduced the Meaningful Use incentive program. Stage one of Meaningful Use was rolled out the following year, incentivizing healthcare organizations to maintain the Protected Health Information of patients in electronic format, rather than in paper files.With the incentive program also came an extension of HIPAA Rules to Business Associates and third-party suppliers to the healthcare industry, and the introduction of the Breach Notification Rule – which stipulated that all breaches of ePHI affecting more than 500 individuals must be reported to the Department of Health and Human Services’ Office for Civil Rights. The Final Omnibus Rule of 2013. The rule barely introduced any new legislation, but filled gaps in existing HIPAA and HITECH regulations – for example, specifying the encryption standards that need to be applied in order to render ePHI unusable, undecipherable and unreadable in the event of a breach.
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BREACH TIMELINE

HITECH and Meaningful Use Take Affect
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BREACH TIMELINE

Anthem Breach



BREACHES BY INDUSTRY
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Industry % 0f Breaches Cost

Healthcare 77 $1.8B

Accommodation 15 $39M

Public Sector 5 $61.5

Retail 2 $144.8M

Financial 1 $144.8M



BREACHES BY INDUSTRY IN $

7



8

WHY 

Your Information is Valuable 
and Easily Monetized1.

$.01 - $.10 $300 - $500$.25 - $1.00

The value of different types of records to hackers
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Lack of Qualified Aid // 
Lack of Focus2.

WHY 
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Your Data Network is Expanding 
Faster than Any Other Industry via IoT 3.

WHY 

Presenter
Presentation Notes
New Challenges Arising from IoMT. FortiGuard Labs also found that almost half of the top 10 threats were triggered by botnets, some of which leveraged compromised IoT devices. IoT exploits now comprise two of the top 10 application vulnerability exploits in healthcare. New attacks span malware families and swarm to target multiple attack vectors simultaneously, making them harder to combat. This trend towards multiple, simultaneous attacks is likely to spread to IoMT devices as well.
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M&A Activity is Contributing to 
Security Weaknesses4.

CAUSES

Presenter
Presentation Notes
M&A Activity Creates Vulnerabilities. M&A activity in the healthcare sector is speeding up, and is expected to gain further momentum in 2018. IT integration challenges, including different medical technologies, combined with the need to share information between newly merged organizations creates new vulnerabilities. These have not gone unnoticed by cybercriminals seeking to access and exploit the data being shared. 
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How are they getting your datya

HOW 
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Business eMail Fraud

HOW 



HOW 
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Ransomware
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PRACTICAL THINGS YOU CAN DO

Strong passwords including 2FA

Patching, early and often

Segmentation of your network

Educate employees, often

Advanced Threat Inteligence

Develop, then practice incident response plan

Cyber Insurance

Presenter
Presentation Notes
Practice Diligent Cyber Hygiene. Among other cyber hygiene best practices, healthcare organizations need to improve the speed and thoroughness of software patching and update processes. Where possible, organizations need to prioritize patching using threat intelligence and automation and institute cyber-awareness training programs to protect against social engineering and other attack vectors. This also needs to include keeping an inventory of all devices, especially IoMT, in order to track and cross-reference them against announced vulnerabilities and/or exploits.Reinforce Network Segmentation. With the proliferation of IoMT devices, which are often “headless” and cannot be updated to protect against new vulnerabilities and multi-vector attacks, organizations need to more strongly segment and even micro-segment their networks, applications, users, and data. This requires the kind of network segmentation where Next Generation Firewalls (NGFW) are not only placed to handle north-south segmentation, but to inspect traffic moving laterally across the network as well, between network zones, or across different domains such as cloud or remote offices. A segmented strategy enables organizations to institute checks and policies at various points of the network to control users, applications, and data flow. Network segmentation also gives organizations the ability to identify and isolate a threat before it spreads to additional segments of the network. These techniques help organizations stop or minimize intrusions, especially ransomware, before they have a broader impact.Achieve Transparent Visibility and Control. Due to the elasticity and complexity of today’s modern healthcare networks, the need for collaborative information sharing across internally and externally situated users and departments, and the number of regulatory requirements that need to be complied with, healthcare organizations must have transparent visibility across the entire attack surface, especially into the multi-cloud, to understand their threat posture and quickly respond to new vulnerabilities and attacks, while simultaneously demonstrating compliance. A fabric-based cybersecurity architecture breaks down network, data, application, and user silos, and enables security to adapt and respond as an integrated system to detected changes in the network or threat landscape.Use Advanced Threat Intelligence. The time available to organizations to patch vulnerabilities, identify threats, and remediate intrusions and breaches is shrinking. Traditional security approaches, such as signature-based detection, static, perimeter-based security, or isolated security devices, cannot keep pace with the speed and intensity of the current threats or even the rate of change occurring within the network itself. This is where advanced threat intelligence is a requisite. Threat intelligence can identify tactics and techniques being used to exploit vulnerabilities, and offer effective options for such things as prioritizing patching, accelerating remediation efforts, or broadening forensic analysis after a cyber event. Furthermore, rapidly advancing artificial intelligence and machine learning capabilities can self-detect anomalies and communicate information about them across all points of the network in real time, shrinking attack, intrusion, and breach windows.
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ASSESSING OUR CLIENTS SECURITY –
MORE THAN FIREWALLS AND PEN TESTS

Tone at the Top – Senior management and board 
involvement

Awareness – Security culture, people, skills, training

Identification, Inventory and Rules – The identification 
of information assets, the risk ranking of those assets 
and the ownership and decision making responsibilities 
related to those assets

Proactive and Reactive Processes and Tools – Process 
and technology controls implemented to address 
identified risks and vulnerabilities

Rules and Regulations – Regulatory or industry 
requirements

Ability to Recover – Preparations for a security event 
and the ability to prevent or minimize the impact 
through crisis and stakeholder management



QUESTIONS
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 Tom is a 30+ year IT risk and controls professional with extensive experience in cyber
security, business continuity planning, and IT compliance, serving the needs of
multiple industries including healthcare, education, government, and financial
services. Prior to Blue, Tom was a Principal (non-CPA Partner) at KPMG where he
was responsible for the IT Advisory practice group in the Great Lakes and Ohio
Valley. Prior to KPMG, he spent eight years at Arthur Andersen and six years
working within IT security in the retail industry. He has assisted many companies
with the implementation and testing of IT internal controls, improving cyber security
postures, implementing business continuity plans, and designing controls within ERP
systems

614-220-4131 | tskoog@blueandco.com
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